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Step by step instructions

This is how to share information with the members of WE REPORT secretly and anonymously :
1. Click here to download Tor browser, a free highly secured version of Mozilla Firefox. Click on

the “Download” button then.

ww.torproject.org/download/download-easy.htmil.en e ||
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‘Want Tor to really work?

’g !'\_ “ou need to change some of your habits, as some things won't work exactly a= you are used to. Please read the full fist of
warninas for details,

Tor Browser for Windows
Version 6.0.8 - Windows 10, 8, 7, Vista, and XP

Everything you need to safely browse the Internet.
Learn more »

DOWNLOAD Not Using Windows?

* Tor Browser Download for Mac or Linux
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2. Install the program on your computer.

3. At the end of the installation process, leave the two check marks “Run Tor Browser” and “Add
Start Menu &Desktop shortcuts” and click on the “Finish” button.
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Completing the Tor Browser Setup
Wizard

Tor Browser has been installed an your computer,

Click Finish to claose this wizard,

Run Tor Browser

add Start Menu & Desktop shortcuts



4. Inside the Tor Browser, copy and paste the following URL into the address bar:
http://z7ruaqgxmg4fkhy6c.onion/

ﬁ Securelrop | Protecting Jo.., = -+

W z7ruagemgdfkhyéc.onion

5. Start Securedrop with clicking on the “Submit documents” button.

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
s EB“RE“ Ru P & Submit Documents ®, Check for a response

6. Take down the seven words codename on a piece of paper. You will need it in order to

communicate anonymously with the members of WE REPORT. Click on the “Continue” button
then.

Remember this codename and keep it secret

SEI:“REI]R up To protect your identity, we're assigning you a unique codename.
a 1. Fadonis darn heave piotr 24 oak wrote [=]

After you submit documents and messages, you can return to this SecureDrop site later to read replies from
journalists and submit more information. You will need this codename to log in. This is the only way we
can communicate back to you.

The best way to protect your codename is to memorize it. If you cannot memorize it right away,
we recommend writing it down and keeping it in a safe place at first, and gradually working to
memorize it over time. Once you have memorized it, you should destroy the written copy.



7. Click on the “Browse” button to upload the document you want to share with us. If you have
several documents, upload them all together in a Zip file. Add a message in the message box and
click on the “Submit” button.

8. Answer will be given within one week. In order to communicate with WE
REPORT click on the “Tor Browser” button on your desktop.

9. Click on “Check for a response”.

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to
check for responses.

s Ec“ R E n Ru P & Submit Documents ®, Check for a response

10. Enter your seven words codename in order to see the reply of WE REPORT and click on the
“Continue” button in order to send more documents or messages.

Login to check for responses

SEB“REBRUP adonis darn heave piotr 24 oak wrote

If Securedrop doesn’t work, you may send us your documents by letter, printed or on a USB
key. This is our postal address : Collectif WE REPORT, c/o Daphné Gastaldi, 11 rue Lebrun,
69004 Lyon, France.

You can also email us : contact@wereport.fr. We suggest not to use this address to share
content which is considered as confidential.




